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O HanpasJieHun UHpopManuu

MHMHHUCTEPCTBO OBPA30BAHUS H HAYKH POCCUMNCKOM ®EJEPAIINU
IMNUCbBMO
ot 14 man 2018 roga Ne 08-1184

O HanpasieHun nHGpopMaALNHU

JenapraMeHT rocyJapcTBEHHOH HOMUTUKU B cdepe obiero odpazoanus MunoOprayku Poccun
HAaIpaBJiIsieT Il CBeJleHus pa3paboraHHble BpemenHoi komuccueir Copera denepaiiyiy o pa3BUTHIO
HHGOPMAIIMOHHOTO 00IIECTBa METOMYECKHNE PEKOMEHAALUAN O Pa3MEIIEHUH Ha HHPOPMAaMOHHBIX
cTeHax, OQHINATIbHBIX HHTEPHET-CaliTaX U IPYTUX HHOOPMAIIMOHHBIX Pecypcax
0011e00pa30BaTENILHEIX OPraHU3aLMH 1 OPraHOB, OCYIIECTBILIIOIINX YIIPaBIeHHE B chepe oOpa3oBaHus,
nHdopmanuy 0 6€30IMacHOM ITOBEACHUHU U HCIIOIb30BaHUHU ceTH «/HTEepHET.

Hupexrop enapramenra
A.E. Iletpos

MeToanyeckne peKoMeHIALMH
0 pa3MellleHNH Ha MH(POPMALMOHHBIX CTeHIaX, 0(pMIHATBHBIX HHTEPHeT-caliTax u
ApPYrux HH(GOPMALMOHHBIX pecypcax 0011eo00pa3oBaTeJbHbIX OPraHu3alui u
OpPraHoB, OCYILIECTBJISIOIINX yIIPaBJieHne B cpepe o0pa3oBaHus, MHGOPMALUH O
0e3omacHOM NMOBeJAEHUHU U UCNOJIb30BaHNU ceTH «HTepHeT»

Okcnepramu U wieHaMu BpemenHoit komuccun Coera Deepanuu o pa3BUTHIO HHPOPMAIIMOHHOTO
o0IecTBa B paMKax BBIIOJIHEHHS PEKOMEHIAIMI MapIaMeHTCKUX CIYIIaHUH «AKTYaJIbHbIE BOIIPOCHI
obecrieueHHs 6€30MaCHOCTH U PAa3BUTHS JieTell B MHPOPMALIMOHHOM ITPOCTPAHCTBEY, KOTOPhIE IPOILIH B
Cosete @enepannu 17 anpenst 2017 ., Obum pa3paboTaHbl METOIUYECKHE PEKOMEHIANNHN O
pa3MeIeHI: Ha HHPOPMAIIMOHHBIX CTeHaX, OQHINAIbHBIX HHTEPHET-CalTaX U IPYTHX
nH(OPMAIMOHHEIX pecypcax 001eo0pa3oBaTeIbHBIX OpraHU3alnil X OPraHoB, OCYIIECTBIISIONINX
yIpasiieHue B cepe oOpazoBanus, HHGOpMAIUH 0 OC30IIACHOM ITOBEACHUH U UCTIOIB30BaHUU CETU
«HTEepHeT» (Hajee - MeTOIUUECKHE PEKOMEH IAIINH).

Mertonuueckue peKOMEHIAIMH HallPaBJIeHB! HAa KAUeCTBEHHOE MOBBIIICHHE YPOBHS HH()OPMAMOHHON
JesTeTbHOCTH 001e00pa30BaTeNIbHBIX OPraHU3alMil 1 OPTaHOB, OCYIIECTBIIAIOIINX YIIPaBIeHUE B chepe
00pa3oBaHus, B 4aCTH HHPOPMHUPOBAHHSI yUALIUXCS, HX POAUTENCH (3aKOHHBIX MPEACTABUTEIICH) 1
MeIarOTHYECKUX PAOOTHUKOB 00 OCHOBHBIX aCIeKTaX MH(QOPMALMOHHOM 6E30IT1aCHOCTH.

Meroandecknue peKOMEHAAIMH TT03BOJIST 0011e00pa30BaTEIbHBIM OPraHU3alUsIM U OpraHaMm,
OCYIIECTBIISIIONINM YIIPaBJICHUE B chepe 00pa30BaHUs, aKTYaTU3UPOBATh YKE UCIIONb3yeMbIe U
pa3MenieHHble THPOPMALMOHHBIE MaTEPUAIIbl, TAK ¥ MOATOTOBUTH UX B CIIy4ae UX OTCYTCTBHS C YUETOM
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JIy4IIUX IPAKTUK U PEKOMEHIAlHi.

B paMKax METOANYCCKUX peKOMeHZ[aLII/Iﬁ pacCcMaTpUBaIOTCA CICAYIOIINE NHCTPYMEHTBI:

1. uH(pOPMAIIOHHBIC CTCHIBI;

2. ounmanbHbIe HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOM MH(GOpPMAIMHK (LIKOJIBHBIE I'a3€Thl, 1€IarOrMUeCKUe U31aHUs U JPYTHE).

Nudpopmanmonnsie creHas! Ha nHGOpMannoHHEIX CTeHIaX B 00Ie00pa30BaTeIbHBIX OPraHU3aLHsIX,
PacHoNoXKeHHBIX B (holie yupexJeHU 1 B KaONHETax, OCHAICHHBIX IIEPCOHAIBHBIMH YCTPOUCTBAMH JUIS
BBIXOJa B ceThb «/HTEepHET», peKOMEHyeTCs Pa3MeCTUTh HH(POPMAIIMOHHbIE TAMATKH, COAepIKallue
OCHOBHBIE COBETHI 110 00ECIEUEHHIO HH(OPMALMOHHOHN 6€30IaCHOCTH yJaIuXCsl.

B mpunoxkennn Nel k MeToIM9ecKAM peKOMEHIAIHAM TIPeICTaBIeH 00pa3er] MaMsTKH JUIS pa3MeIeHHs]
Ha HH)OPMALMOHHBIX CTEHIAX.

Cpencra MaccoBoit nuadopmariu B cpencTBax MaccoBoit nH(GOpMAaIMK, OPHEHTUPOBAHHBIX HA
00yJaronnXCcs, PEKOMEHIYESTCSl B TEUCHUH YU4eOHOT0 rofia peryisipHoO MyOJIMKOBaTh HH(OPMAIOHHBIC
MaTepHalbl, IIOCBALICHHBIC OTACIBHBIM aclieKTaM HH(POPMAIIMOHHON O€30MacHOCTH, a TAKKE pa3JINyHbIe
MaMATKH OOIIET0 XapakTepa.

B cpencrBax MaccoBoi HHGOpMaLUH, OPHEHTUPOBAHHBIX Ha MEarornueckyio OOIeCTBEHHOCTS,
PEKOMEHYeTCsl B TSUSHUH KaJICHIAapPHOTO T0/Ia PETYISIPHO ITyOIMKOBAaTh HH()OPMAMOHHBIE MaTepHAIE,
IIOCBSIIICHHBIC OTACIBHBIM aCIeKTaM HHPOPMAIIMOHHON 0€30IaCHOCTH KaK HECOBEPIICHHONETHUX, TAK U
0011e00pa30BaTENILHBIX OPraHU3AIMH], a TAKKe Pa3INYHbIe aMATKH, 0030pbl HOPMATHBHO-IIPAaBOBOTO
peryinupoBaHus TaHHOW cdepbl U HHPOPMALHIO O aKTYaJIbHBIX MEPOIIPHATHIX U COOBITUSX B TAHHOW

ctepe.

B xone nposenenus EnuHoro ypoka no 6e3omnacHocTd B ceTH «MHTepHET» peKOMEHAYeTCsl 00eCTIeUnTh
BBIIIYCK TEMaTHYECKOT0 BEIITYCKa CPECTBA MAcCOBOHM MH(MOpManun JIU60 cepun MyOINKaLiy, CPeau
KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE MEPOIPHTHUS Il O0YYAIOIIMXCS, UX POAMUTEINCH (3aKOHHBIX
IpejcTaBUTeNE) U IearorudecKoil 00IeCTBEHHOCTH.

Odurmansubie MHTEpHET-pecypchl O0Imeodpa3oBaTeIbHBIM OpraHU3AINAM PEKOMEHTYeTCsI Ha CBOMX
odurmansHeIx MHTEpHET-pecypcax odecneynTs pyHKIMOHMPOBAHUE CAMOCTOSTEIBHOIO U
CHenuaM3upOBaHHOrO paszen «MHpopMamoHHas 6e301acHOCTbY», B paMKax KOTOPOT'O MPeTyCMOTPETh
pa3MelnieHue cienyromneil HHpOpMaIiH:

Dopmat
Ne|Pasnmen/moapasnen npenctaBiennss  |Comep:kaHHe MATEPHAIOB
MaTepHAJIOB
UTokabHBIC Pa3MenIaroTcs KOMUH JOKYMEHTOB, T.C.
| [HOPMATHBHEIE aKTEI B Kommu 10KyMEeHTOB [cCKaHHPOBaHHBIN BapHAaHT JOKYMEHTa,
chepe obecrieueHus B popmate ¥*PDF  |cooTBeTCTBYIOMIMIA TPEOOBAHHSIM K ITapaMeTpaM
mH(OpManOHHON CKaHUPOBAaHMA. Pa3MeImaroTcs TOKyMEHTEI,
0€30macHOCTH [pEerIaMEeHTHPYIOIINE OPTraHU3alHIo U padoTy ¢




00 yJaIHIOIINX CST epCOHANBHBIME JaHHBIMH, IUTAHBI MEPOIIPUSTHI IO
o0ecrieueHII0 HH(OPMAIIMOHHON 0e3011acHOCTH
o0yJaromuxcs u Apyrue.

[TyOmuKyrOTCS aKTyallbHbIE CBEIeHNs 00 (herepanbHbIX
1 pernoHaNIbHBIX 3aKOHAX, TMCbMaX OPraHOB BIIACTH U
npyrie HOpMaTHBHO-TIPABOBBIC JOKYMEHTHI,

2 HopmaTtuBHOE Komuu JOKyMEHTOB |periiaMeHTHPYIOIINE oOecriedeHrne HHHOPMALMOHHOM
' [perynupoBaHue B popmare ¥*PDF  |Ge3omacHoCTH HecoBepIeHHOIETHHX. JlomyckaeTcs
BMECTO KOMUI pa3MeNIaTh THIIEPCCHIIKY Ha
COOTBETCTBYIOIIME TOKYMEHTHI Ha CaliTaX OPraHOB
rocyapCTBEHHOH BIIACTH.
Pa3zMemaroTcsi METOTUIeCKHne PEKOMEHIANN 1
TekcT Ha cTpaHULEe
. yKa3bIBaeTCsi HHPOPMAIHS O MEPOIPHSITHSX, TPOCKTAX
[Tenarornueckum caiita Konuu
3. baGoTHIKaM [ oKyMeHTOB B 1 porpaMMax, HalpaBJICHHBIX Ha MMOBBIIICHUE

I/IH(i)OpMaHI/IOHHOI\/'I TpaMOTHOCTU €A Or'MYCCKUX

*
(bopmare *PDF [pPA0OTHHKOB.

Pasmemmaercs HHGOPMAIIMOHHAS TAMSTKa
(npunoxenue No2) u ykasbiBaeTcs HHYOpMALHS O
MEpPONPUATHSIX, IPOEKTaX U IporpaMmmax,
HalpaBJICHHBIX Ha NOBBIMICHHE HH()OPMALMOHHOM
rpaMOTHOCTH 00y4arOLIUXCA.

TekcT Ha CTpaHHULEC

4. |0O0yuaronmcs .
yHatom caiita

PonuTensM (3aKOHHBIM

Tekcr Ha cTpanue |[Pasmemaercs MHGOpPMaIMOHHAS TAMATKA
5. [mpencTaBuTesIM) patmit bopman

o6y uatomuxcs caiita (mpunosxenue Ne3).
Pazmernaercs HHGOPMALU O PEKOMEHTYEMBIX K
JleTckue Oe3omacHble TexcT Ha cTpaHuLEe bopman P Ay
6.1 N HCIIONIb30BAaHUIO B yueOHOM Ipoliecce O€30IacHbIX
[CAUThI cauTa

caﬁTax, 6aHHepLI 0e30MmacHBIX JIETCKUX CalTOB.

OpraHam, OCYIIECTBIISIOIINM yIpaBiieHHe B cepe 00pa3oBaHUs, PEKOMEHIYETCs Ha CBOUX
oumansHeix MHTEpHET-pecypcax odecneynTs pyHKIMOHUPOBAHHE CAMOCTOSTEIBHOIO U
CHenUaM3UpOBaHHOrO paszen «MHpopMaonHas 6e301acHOCTb», B paMKax KOTOPOT'O MPeTyCMOTPETh
pa3Melenue cienyromeii nHhopManm:

[punoxenne Nel

HamsaTka
U1 o0yuaromuxcs 00 nH(GOpMALMOHHOI 0€30MACHOCTH AeTeil

HEJIB341

1. Bcem nozpsi cooO1aTth CBOKO 4acTHYIO HH(popManuio (Hactosmue ums, pamMuinio, TenedoH, axpec,
HOMeEp ILIKOJIbI, a Takxke GpoTorpaduu cBou, cBoel CeMbH U JIpy3ei);

2. OTKpBIBaTh BIOXKCHHBIE (hailIbl IICKTPOHHOH MOYTHI, KOTJla He 3HACIb OTIIPABUTEILS;



3. I'pyOuts, mpuaupaThesi, OKa3blBaTh JaBICHUE — BECTH Ce0s1 HEBEXKINBO U arpeCcCUBHO;

4. He pacniopsbkaiicst JeHbraMy TBOEH ceMbH 0e3 pa3pelleHuns CTapllinX - BCEer/ia CIpallnBail poauTesnei;

5. He Bctpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEaJIbHOM KHU3HU - IOCOBETYHCS CO B3POCIIBIM, KOTOPOMY
JIOBEPSEILb.

OCTOPOXXHO

1. He Bce numyt npaBay. Yuraems o cede Henpasny B MIHTepHETE — co00LIM 00 3TOM CBOUM
POIMTEIISAM MK OIIEKYHaM;

2. [IpurnamaroT nepenucHBaThCsl, UTPaTh, 0OOMEHUBATHLCS - IPOBEPbH, HET JIU MOJBOXA;
3. HesakoHHOe KomupoBaHue (aitioB B IHTepHETE - BOPOBCTBO;
4. Beerna pacckasbiBail B3pOCIIbIM O IIPOOJIEeMax B CETH - OHH BCET/Ia IOMOTYT;

5. Mcnonb3yit HaCTpOHKH 6e30MaCHOCTU U IPUBATHOCTH, YTOOBI HE IIOTEPATH CBOM aKKAYHTHI B COLICETSIX
U IpYyrux nopranax.

MOXHO

1. VBaxaii npyrux moiap30BaTesei;

2. Tlomp3yemrbest IHTEpHET-UCTOYHUKOM - JeJlaif CCBUIKY Ha HETO;

3. OTKpbIBaii TOJIBKO TE CCHLIKH, B KOTOPBIX YBEPEH;

4. OOmaTbcs 3a MOMOLIBIO B3POCIIBIM - POJUTEINH, OTIEKYHBI M aAMUHHUCTPALIUS CaliTOB BCETAa IOMOTYT;
5. IIpoitnu o6ydeHue Ha caiiTe «CeTeBUYOK» U MOTY4YH IAaCIOPT HU(BPOBOro rpaxkIaHuHa!

[Ipunoxenne Ne 2

I/IH(l)OpMaIlI/IOHHaH nmaMsaTKa 1Jd Oﬁy‘lalOllll/lXCﬂ AJId pasMelieHus Ha Otl)l/[lll/la.]'lbﬂblx
HNurepHer-pecypcax

C KaXXIbIM I'OA0M MOJIOACXKHU B MHTEPHETE CTAHOBUTLCA 60J'HJH.IG, a IIKOJbHUKH OAHU M3 CaMbIX
AKTUBHBIX II0JIb30BaTEIEH PyHeTa. Me)Kz[y TE€EM, IOMHUMO OT'POMHOI'0 KOJIMYECTBA BOSMO)KHOCTeﬁ,
HWHTEPHET HECET U HpO6HCMBI. DTa mamsATKa J0JDKHa IIOMOYb Tebe Oe30ImacHo HaXOIUTbhCA B CETH.

KomnbroTepHbie BUPYCH



KoMIbIoTepHBI BUPYC - 3TO PA3HOBHIHOCTH KOMIIBIOTEPHBIX IPOTrPaMM, OTJIMUUTEIIBHONH 0COOEHHOCTHIO
KOTOpOH SIBISIETCS CIOCOOHOCTH K Pa3MHOXEHHIO. B 10MONHEHNE K 3TOMY, BUPYCHI MOT'YT IIOBPEJUTh
WY TIOJTHOCTBIO YHUYTOXXUTh BCe (ailiibl U JaHHbIE, TOIKOHTPOJIbHBIE T0JIb30BATEII0, OT HIMEHH
KOTOpoOro ObliIa 3amyllieHa 3apaxEHHas IPOrpaMma, a TakKe MOBPEIUTh WIN Jake YHUUTOXKUTh
OIIEPaMOHHYIO CHCTEMY CO BCeMH (haiiiaMHt B 1leJIoM. B OonbIIMHCTBE ClydaeB pacpOCTPaHsIOTCS
BUPYCHI 4epe3 UHTEPHET.

MeTOZ[I)I 3alIUTBI OT BPEAOHOCHBIX pOrpaMm:

1. Ucronp3yil coBpeMeHHBIE OIlepalliOHHbIE CHCTEMBbI, IMEIOIINE CEPhE3HBIH YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX TMPOTrPaMM;

2. [TocTostHHO ycTaHaBIUBal Ma4yTu (HQPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHYECKH YCTAHABIMBAIOTCS C
LIEJIBIO TOPAOTKK MPOrPaMMBbl) U Ipyriue OOHOBJICHHS CBOCH OIepaliMOHHON cucTeMbl. CkaunBail ux
TOJBKO ¢ ouIHaIbHOro caifta paspaborunka OC. Ecian cymecTByeT pe)xkuM aBTOMAaTHYECKOTO
0OHOBJIEHHS, BKJIIOYH €I0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IOA IMTpaBaMM ITOJIB30BATEIIA, 4 HE aAMUHUCTPATOpPA. DTO HE MO3BOJIUT
60J'ILH.II/IHCTBy BPECOOHOCHBIX MPOTrpaMM MHCTAJUIMPOBATHECA HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE,

4. Ucnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKThI U3BECTHBIX MTPOU3BOUTENCH, C aBTOMATUYECCKUM
o0HOBJIEHHEM 0a3;

5. Orpanu4b GU3NIECKUI JOCTYII K KOMITBIOTEPY JUISl TOCTOPOHHUX JIHIL;

6. Vcrionp3yii BHEIIHNAE HOCUTEIN HHPOPMAINH, Takue Kak (IIemka, TUCK WK Gaiiyl U3 HHTepHeTa,
TOJIBKO U3 IMPO(EPEHHBIX HCTOYHUKOB,

7. He oTKpbIBaii KOMIIBbIOTEPHBIE (aiiiibl, MOTYYSHHbIE U3 HEHAJEKHBIX HCTOUHUKOB. [laxe Te (daiiibl,
KOTOpBIE MPHCIIA TBOM 3HaKOMBIH. JIydIlle yTOYHHU Y HEro, OTIPABIIsUI JIU OH TeOe ux.

Cetn WI-FI

Wi-Fi - 9T0 He BHJ Nepesaun JaHHbIX, HE TEXHOJOTHSA, & BCEro JHIIb OpeH, Mapka. Emte B 1991 roxy
HUJepIaHACKas KoMITaHus 3apeructpuposana opena « WECAy, 4to 0603HayaIo clioBocoYeTaHne
«Wireless Fidelity», koTopblit mepeBoAUTCS KaK «OeCIPOBOIHASI TOYHOCTHY.

Jlo Harero BpeMeHH joluia apyras abopeBuaTypa, KOTopast ABJISIeTCs TaKOH ke TeXHOIOornei. 1o
ab6pesuarypa «Wi-Fi». Takoe Ha3BaHHE OBLJIO JAHO C HAMEKOM Ha CTaHIAPT BBICIINT 3BYKOBOW TEXHUKHU
Hi-Fi, uTo B mepeBo/ie 03HAYAET «BBICOKASI TOYHOCTHY.

Ia, GecraTHbIi HHTEPHET-I0CTYI B Kad)e, OTENIAX M adPOIOpTax SBIACTCS OTIMYHON BO3MOKHOCTBIO
BBIXO/1a B MHTepHET. HO MHOTHE 3KCIIEPTHI CYMTAOT, uTO 0bmIenocTynHbie Wi-Fi ceTu He sBIIsttoTCst
0e30IMacHBIMH.

CogeTslI 110 6e30MaCHOCTH padoTe B 001me 0cTYNHBIX ceTsix Wi-fi:



1. He nepenapaii cBoro JIMYHYIO HHQOpManuio uyepe3 oduienocrynusie Wi-Fi cetu. Paboras B HuX,
JKEJIaTCJIbHO HE BBOAUTH MapOJIU AOCTYIIA, JIOTUHBI U KaKUE-TO HOMEPA,

2. Ucrionb3yil 1 0OHOBIIAM aHTUBUPYCHBIE IpOrpaMMbl U OpaHiMayep. TeM caMbIM Thl 00€30IacHIIIb
ce0s1 OT 3aKauKu BUpPyCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otrumtoun ¢pynkumio «O0muit noctyn K ¢aiiaam u npuHtepam». lanHas
(bYHKLMS 3aKPBITA TI0 YMOTYAaHHIO, OHAKO HEKOTOPBIE MOJTB30BaTENIN aKTHBUPYIOT e€ s ynoOcTBa
HCIIOJIb30BaHMs B paboTe WiH ydeoe;

4. He ucnions3yit myonmuunsiii WI-FI s nepenauut TMYHBIX TAHHBIX, HAPUMED JUIS BBIXOJA B
COLMAJbHBIE CETH WIN B 3JICKTPOHHYIO MOUTY;

5. Unonb3yit Topko 3ammiieHHoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-aapeca
BBOM UMEHHO «https://»;

6. B MmoGuisHOM Tenedone otkmoun ¢pyHkimo «[loakmouenue k Wi-Fi aBromatrnueckn». He momyckait
ABTOMAaTHYECKOTO MOJKIIIOUCHHUS yCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacus.

CoumanbHBIE CETU

COHH&HLHHC CCTH aKTUBHO BXOJAT B HAIly )KU3Hb, MHOT'HUC JIFOAAU pa60Ta}0T 1 JKMBYT TaM IIOCTOSIHHO, a B
Facebook YK€ 3apCeruCTpUpoOBaH MUIMAPA Y€JIOBEK, YTO SABJIACTCA 0)1HOI>'I Ce}leOf/’I BCEX JKUTeIeH
I1aHeTbl. MHOTHE MOJIb30BaTEIN HE IIOHUMAKOT, YTO I/IH(bOpMa]_II/ISI, pasMEelICHHas UMH B COLTUAJIBHBIX
CETAX, MOXET OBITH HaiiJIeHa ¥ UCIOJIb30BaHa KEM YroaHo, B TOM YHUCJIE HE 00s13aTeNBHO C OJaruMu
HaMCPCHUAMU.

OCHOBHBIE COBETHI 110 OE30ITACHOCTH B COLMAJIBHBIX CETAX:

1. Orpannub cuucok apy3el. Y Tebs B Ipy3bax HE JOIDKHO OBITH CIIydaifHBIX M HE3HAKOMBIX JIFO/IEH;

2. 3amuinaii CBO YacTHYIO jku3Hb. He ykasbpiBaii mapony, TenedoHsl, anpeca, 1aTy TBOErO POXJICHUS 1
JPYTYIO JTHYHYI0 HHGOPMAIHIO. 3II0YMBIIUICHHUKH MOTYT UCIIOJIB30BATh JIaske HH(POPMAIIHIO O TOM, KaK
ThI ¥ TBOU POJUTEII IIJIAHUPYETE POBECTU KAaHUKYJIbI,

3. 3amumiai CBOIO PEIyTAaIMIO - ISPKHU €€ B YUCTOTE U 3ajaBaii ceOe BOIPOC: XOTeN ObI ThI, YTOOBI
JpyTrHe MOJIb30BATENH BUACIH, YTO ThI 3arpyxaeiib? [Togymaii, npexe 4eM 4To-To OmyOIHKOBaTh,
HAIKCaTh U 3arpy3UTh,

4. Ecau Tbl TOBOPULIB C JIFOJbMH, KOTOPBIX HE 3HAElllb, HE UCTIOJIB3YH CBOE PEalbHOE UMS U APYTYIO
JIMYHYI0 UH(POPMALMU: UM, MECTO JKUTENILCTBA, MECTO YUeOBbl U IIPOUEE;

5. N36eraii pasmerenus Gpotorpaduii B MHTepHETE, T/IE THI H300paXKEH HA MECTHOCTH, [0 KOTOPO#t
MOXHO ONPEJEIUTh TBOE MECTOIONIOKEHHUE;

6. IIpu peructpanuu B cOLUaIbHOI CETH HEOOXOIUMO UCIIOIb30BATh CIOXKHBIE IIAPOIIH, COCTOSIINE U3
OykB 1 P U C KOIMIECTBOM 3HAKOB HE MeHee §;



7. s conManbHON CeTH, MOYTHI U IPYTUX CaliToB HEOOXOAUMO UCIIONB30BaTh pasHble naponu. Torna
eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH IOTy4aT JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3sy.

SHCKTPOHHLIG JACHBI'

DNEKTPOHHBIE ICHBI'H — HTO OYCHb YIAOOHBIN CIIOCO0 IIIaTEeKeH, OTHAKO CYILIECTBYIOT MOILICHHUKH,
KOTOPBIE XOTSAT MTOJIYYUTh 3TU JEHBIU.

3HeKTpOHHLIC JCHBI'Y NTOSABUIINCH COBCEM HEJABHO U UMCHHO M3-3a 3TOI'0 BO MHOTHUX IrocyaapCTBax a0
CHUX IOp HE NPONHCAHO IMTPO HUX B 3aKOHAX.

B Poccun sxe oHM (D)YHKIMOHHPYIOT U O HUX YK€ TIPOIIMCAHO B 3aKOHE, I'lIe UX Pa3lellIIoT Ha HECKOIBKO
BHUJIOB - aHOHUMHBIC M HE aHOHMMHBIC. Pa3HuIa B TOM, YTO aHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periaeTcs
MIPOBOIUTH ONEpaly 0e3 UICHTU(PHUKALIH TI0JIb30BATENS, & B HCAHOHUMHBIX HACHTH()UKAINN
10JIb30BATEINS SBISETCS 0053aTEIBHOM.

Takke cienayeT pa3IndaTh dJIeKTPOHHbIE puaTHBIEe IeHbIM (PaBHBI TOCYIAPCTBEHHBIM BAJIOTaM) U
ANICKTPOHHbBIC HE(UATHBIC ACHBTH (HE PaBHBI TOCYAAPCTBECHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 110 0€30I1aCHOH paboTe C ANEKTPOHHBIMU JIEHbIaMU:

1. TIpuBSOKH K cUeTy MOOHIBHBIN Tese(oH. DTo caMblil yIOOHBII U OBICTPBIH CITOCOO BOCCTAHOBHUTH
JOCTyH K cuety. [IpuBsi3aHHBIN TenedOH MOMOXKET, €ClTi 3a0y/IeIib CBOH MIATEKHBIH TapOIb UITH
3aiiels Ha CaiT ¢ HE3HAKOMOT'O YCTPOICTBA;

2. Ucnionb3yit omHOpasoBbie maponu. [locie nepexosia Ha YCHICHHYIO aBTOpH3aLUio TeOe yxe He Oyaer
YrpoKaTh OMACHOCTh KPaXKH WIIK MEPEXBaTa IUIATEKHOTO MapOoIs;

3. Beibepu cioxxHbIH mapois. [IpecTynHuKkaM OyneT He MPOCTO yraaath CIOKHBIN mapons. HanexHble
[IapOJIM — 3TO HaPOJIH, KOTOPHIE COIEPIKaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0sl CTPOYHBIE U
MIPOMHUCHBIC OYKBBI, IUPPBI K HECKOJIILKO CHMBOJIOB, TAKHE KaK 3HAK J0JJIapa, GyHTa, BOCKIHLIATEIbHBIN
3HaK u T.11. Hampumep, StROng!;;

4. He BBO/JIM CBOM JIMYHBIC JaHHBIC Ha CaﬁTaX, KOTOPBIM HE JOBEPACIID.

3HeKTpOHHaﬂ IIOHTa

OneKTpOHHAs! I0YTa — 3TO TEXHOJIOTUS U NIPEAOCTABIIAEMBIE €10 YCIIYTH II0 IEPECUIKE U MOTYYEHHUIO
AIICKTPOHHBIX COOOIICHNUIT, KOTOPBIE PACHIPECISIOTCS B KOMITBIOTEPHO# ceT. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIH SIIUK BRIITIAIUT CJISTYIOIMM 00pa3oM: UMs_I0Nb30BaTeNI@uMs_JioMeHa. Taoke KpoMe
nepegayy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (hailbl.

OCHOBHBIE COBETHI 110 6€301acHOM paboTe ¢ AIEKTPOHHOI TOYTOMH:

1. Hano BBIOpaTh MpaBUIIbHBII TOYTOBBIH CepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOp OeCIIaTHBIX
IIOYTOBBIX CEPBHUCOB, OIHAKO JIyUIIE JOBEPATh TEM, KOT'O 3HACIlb U KTO NEPBbI B pEHTHHTE;



2. He yxa3piBaii B mu4HOM moute IuuHyro nHdopmanuio. Hanpumep, mydiie BoIOpaTh
«My3BIKaIbHBIN (hanat@» unu «pok2013» BMecTo «remal3y;

3. Mcnons3yit ABYXITAIHYIO aBTOPH3AINI0. DTO KOT/a TIOMIMO Mapois Hy)KHO BBOAUTH KO,
npucbuIaeMbli o SMS;

4. BoiOepu CIOXKHBIH Tapoiib. J{Js Ka)Ioro moYTOBOTO SNIMKA TOJDKEH ObITh CBOW HaJIE)KHBIH,
YCTOMYMBBIN K B3JIOMY M1apOJIb;

5. Ecnu ecth BO3MOKHOCTD HalMCAaTh CAaMOMY CBOM JIMYHBIN BOIPOC, UCIIONb3Yi 3Ty BO3MOXHOCTb;

6. crionb3yit HECKOJIBKO TIOYTOBBIX SIIMKOB. [IepBBIil 17151 aCTHOM MEPEMUCKH € aipecaTaMi, KOTOPBIM
ThI IOBEpSiCIIb. DTO NEKTPOHHBIN ajjpec HEe HAaJI0 MCIIOIb30BaTh P PETHCTPAIMU Ha opyMax U
caiTax;

7. He oTkpbiBaii (aiiyiel 1 qpyrue BIOKEHUS B NMUChMax Jayke €CIIM OHU MPHIUIH OT TBOUX JPY3eH.
Jlyuiie yro4Hu y HUX, OTIPABILUIN JIM OHU TeOe 3TH daiibl,

8. ITocne okoHuyaHus1 pabOTHI HAa TIOYTOBOM CEPBHCE MEPE 3aKPhITUEM BKIIAJKH C CAHTOM He 3a0y1b
HaxaThb Ha «BeIiATHY.

KunbepOynuHr win BUPTYaabHOE H3EeBaTEIbCTBO

KubepOymmuHr — mpecnenoBanne cOOOMIEHNSIME, COEPKAIINMI OCKOPOJICHHS, arpecculo,
3aIyrHBaHKe; XyJIHTaHCTBO; COLMAIbHOE OOMKOTHPOBAaHME C IOMOLIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 O0pB0e ¢ KHOEPOYIUIMHTOM:

1. He Opocaiics B 60ii. Jlydammii cioco0: TOCOBETOBATHCS Kak ce0sl BECTH U, €CJIH HET TOT0, K KOMY
MO>XKHO OOPaTHTBCS, TO BHaYajIe YCIIOKOUTHCS. ECIU Th HAauHEeIIb OTBEYaTh OCKOPOICHNUSIMU Ha
OCKOPOJICHUS, TO TOJIBKO elie OOJbIe pa3oxoKeb KOH(INKT;

2. Yrpaestii cBoei knbeppemnyraiueii;

3. AHOHUMHOCTb B CETH MHUMas. CyHIeCTByIOT CITOCOOBI BBIICHUTB, KTO CTOUT 32 aHOHMMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKHUN 00pa3 BUPTyalIbHOH ku3HU. FIHTEpHET QUKCUpYET Bce TBOU ACHCTBUA U
COXpaHseT ux. Y 1aauTh ux OyneT KpaiiHe 3aTpyAHUTEINIBHO;

5. Cobnroaii CBOM BUPTYAIBHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHn4HbIN Heratus. OJHOpa30Bble OCKOPOUTEIbHBIEC COOOIIEHNS JTy4Ille HTHOPUPOBATb.
OObIYHO arpeccus MpeKpaniaeTcs Ha HadyalbHOH CTauu;



7. Ban arpeccopa. B nporpamMax oOMeHa MIrHOBEHHBIMU COOOLICHUSMH, B COLIHATIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHPOBKH OTHPABKH COOOIIECHHI C ONPEEeTICHHBIX a/IpecoB;

8. Eciu I cBUAeTENb KMOEpOYIUIMHTa. TBOM AEHCTBYA: BEICTYIIUTh IPOTUB IPECIIEA0BATENS, IOKA3aTh
€My, UTO €r0 JEHCTBHS OLIEHUBAIOTCS HETAaTUBHO, TIOAJEPKATH KEPTBY, KOTOPOW HYKHA
MICHXOJIOTMYECKasi IOMOIIb, COOOIIUTE B3POCIBIM O (hpaKTe arpecCUBHOTO IOBEACHHS B CETH.

MoOubHBI TenehoH

CoBpeMeHHbIe cMapT(OHBI 1 ITAaHIIETH COAEPXKAT B ceOe BIIOIHE B3POCIBIN (pyHKIMOHAT, U TeNeph OHH
MOI'yT KOHKYPHPOBATh CO CTALIMOHAPHBIMU KOMIIboTepaMu. OJHAKO, CPEACTB 3aLIUTHI A7 IOJ00HBIX
YCTPOMCTB ITOKa O4€Hb Majlo. TecTUpOBaHKME M IOMCK YA3BUMOCTEN B HUX IIPOMCXOAUT HE TaK
HMHTeHCUBHO, Kak Juis IIK, To e camoe kacaeTcsi 1 MOOUIIBHBIX MPUIIOKEHUI.

COBpeMeHHble MOOHITbHEIC 6pay3epb1 YK€ MPAKTUICCKU TOrHAJIM HACTOJbHBIC aHaJI0I', OTHAKO
paclInpeHue q)yHKIII/IOHaJ'Ia BJICYET 3a OO0 60J'II)HIyIO CJIOXKHOCTb U MECHBIIYIO 3allIUIICHHOCTD.

Jlaexo He Bce MPOU3BOAUTENH BEIITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIONINE KPUTHIECKHE YI3BUMOCTH IS
CBOUX YCTpPOMCTB.

OCHOBHBIE COBETHI JIsi 0€30IaCHOCTA MOOHIIBHOTO Telle(oHa:

1. Hudero He siBisieTcs Mo-HACTOsILEMY OeCIUIaTHBIM. Byib 0CTOpOXKeH, Belb KOraa TeOe npeaaraoT
OecrulaTHBIN KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHe-TO IJIaTHBIC YCIIYTH;

2. ymaii, npexzae 4eM oTrpaBuTh SMS, ¢poTo nin Buaeo. Thl TOUHO 3HACIIB, T/I¢ OHH OYIyT B KOHCYHOM
utore?

3. HeoO0xomuMo OOHOBIISITH OTIEPAIHOHHYIO CHCTEMY TBOETO cMapT(oHa;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTrPaMMBI U1 MOOWIBHBIX TeIe()OHOB,;

5. He 3arpy:xaii IprIIOKEHUS OT HEN3BECTHOTO HCTOYHHKA, BEJIb OHM MOTYT COAEP>KAaTh BPEIOHOCHOE
IporpaMMHoOe obecIieyeHue;

6. TTocne TOro Kax Thl BBIAICIIb C CaiTa, Ir/ie BBOAMI JIMYHYIO HH(MOPMALHIO, 3ali/i1 B HACTPOHKU
Opaysepa u yaamu cookies;

7. Ileproauuecku IpoBepsil KakKe IIaTHbIE YCIYT aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. Z[aBaﬁ cBOM HOMEp MOOHIIEHOTO Teﬂeq)OHa TOJIBKO JIFOAAM, KOTOPBIX Thl 3HACIIb U KOMY JOBEPSCIIb,

9. Bluetooth nomxkeH ObITh BBIKIIIOYEH, KOT/a Thl UM HE MoJb3yenbest. He 3a0biBail nHOT 1A IPOBEPSTH
3TO.



Online urpsr

CoBpeMeHHbIE OHJIAfH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BIeUCHUs, 00bEANHSIONINE COTHU
THICAY YEJIOBEK 110 BCeMy MHUpPY. MIrpOKHU HCCIIEAYIOT aHHbBIH UM MHp, OOIIAIOTCS IPYT C APYTOM,
BBIMOJHSIOT 3aJIaHHUs1, CPAXKAIOTCSI C MOHCTPAMH M MIOJIY4YarOT OMBIT. 32 YIOBOJILCTBHE OHH IUIATSAT:
MOKYIIAIOT JTUCK, OTUIAYMBAOT a00OHEMEHT WJIM MPHOOPETAIOT KAKHE-TO OILIUH.

Bce a1 cpeacTBa nayT Ha HoAgep)KaHUE M Pa3BUTHE MIPHL, a TAKXKE HA caMy 0e30IacHOCTb:
COBEPLICHCTBYIOTCS] CUCTEMBI aBTOPHU3ALIUH, BBIITYCKAIOTCS HOBBIE ITaT4u (L1 (POBbIE 3aIIaTKH JUIS
IIPOrpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZ[O6H]>IX HUrpax CTOUT OracaTbCAa HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaXyu TBOCTO MapoJid, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpHU3aUN OOJIBIITUHCTBA urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok Beaet cedst INI0X0 WM CO3JaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH ero B CIIHCKe
UTPOKOB;

2. HO)KaJ'IyﬁCSI AJIMUHUCTpATOpaM UI'pbl Ha IJIOXOE MOBEACHUE 3TOT'0 UT'POKA, XKEIATCIIbHO MMPUIIOKUTH
KaKHUE-TO IOKa3aTCJIbCTBA B BUIC CKPUHOB,

3. He yka3bIBaii inuHyio HHGOpMALUIO B podaiiie urpsl,

4. YBaxkail ApyTUX yIaCTHUKOB II0 UTPE;

5. He ycranaBnuBaii Heo(UIMATbHBIC TATYA U MOJIBI,

6. Mcrionb3yii coXHbIe U pa3HbIe TApOIIH;

7. daxxe BO BpeMs UTPBI HE CTOMT OTKIIFOYATh aHTUBUPYC. [10Ka Thl HTpaelib, TBOW KOMITBIOTEP MOTYT
3apasuTh.

DOUIIMHT Uan KpaXka JIMYHBIX JaHHBIX

OOBIUHOM Kpa)Keﬁ JACHET U JOKYMEHTOB CEIrOAHA YK€ HUKOI'O HE YAUBUIIb, HO C Pa3BUTUEM UHTCPHET-
TEXHOJOTHH 3JIOYMBIINICHHUKU NIEPEMECTUIINCH B MHTCPHET, U TPOJOJIKAIOT 3aHUMAThCA «TIOOMMBIMY
JCJIOM.

Tak HOsIBUIACh HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA MM (DUILHHT, MIaBHAsI e KOTOPOrO COCTOUT
B NIOJIY4YCHUHU KOH(PUICHIIMATIBHBIX JJAHHBIX TT0JIb30BaTENICH — JIOTWHOB | naposeil. Ha anrnuiickom
si3bIKe phishing untaercs kak ¢ummHr (ot fishing — pbIOHas j0BIIs, password — naposb).

OCHOBHEIE COBETEHI 110 O0ph0e ¢ pummHroM:



1. Cnenu 3a cBOUM akkayHTOM. Eciu ThI MOJ103peBacliib, YTO TBOSI aHKETa ObliIa B3JIOMaHa, TO
HEo0X0AMMO 3a0JI0KUPOBATh €€ U COOOLIUTH aJMUHICTPATOpaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. HCHOHIByﬁ Oe30omacHbIe Be6-CaI>1TLI, B TOM YHCJIC, MHTCPHECT-MAara3uHOB U MTOUCKOBBIX CUCTEM;

3. Mcnonb3yii CiioXKHBIE ¥ pa3HbIe Maposii. Takum 00pa3om, eciiu Te0s B3JIOMAIOT, TO 370yMBIIIIEHHHKH
MOJTy4aT JOCTYII TOJIBKO K OJJHOMY TBOEMY NPO(QMIIIO B CETH, a HE KO BCEM;

4. Ecii Te0st B3IIOMAIIH, TO HEOOXOAMMO MPEeXyIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE OOABICHBI Y
Te0s B IpY3bsiX, O TOM, 4TO TeOs B3JIOMAJIU U, BO3MOXKHO, OT TBOEr0 UMEHH OYyIeT pacChlIaThCsl CIIaM U
CCBUIKM Ha (PMIIMHTOBBIE CATBI;

5. YcranoBu HazexHbld napons (PIN) Ha MoOUIBHBIH TenedoH;

6. OTKJII0YM COXpaHEHHe Tapoiisi B Opaysepe;

7. He oTkpeIBaii aiiyiel 1 Ipyrue BIOKSHUS B MUCEMAaX QAK€ €CIIM OHH IPHIIUIN OT TBOUX ApYy3e.
Jlydmie yTo4HY y HAX, OTHPABILUIN JIM OHH TeOe 3TH (ailibl.

Hudposas penyranus

Ludposas peryramys - 370 HETaTUBHAS MM O3UTHBHASL HHPOPMALUsL B CETH O TeOe.
Kommpomerupyromiast nHbOpMaIus pa3MeleHHas B HHTEPHETE MOXXET CePbE3HbIM 00pa30M OTPa3UThCS
Ha TBOEH peanbHOI xu3HH. «L{rpoBas permyranusn» - 3TO TBOM HMHIK, KOTOPBIH (OPMHUPYETCs U3
uHpOpManuH o TeOe B HHTEPHETE.

TBoe mecTo JKUTCIIbCTBA, y'-IC6I>I, TBOC (bHHaHCOBOC TIOJIOXKCHHUC, 0COOCHHOCTH XapakTepa U pacCkKasbl O
OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CCTH.

MHor#e NoAPOCTKH JISTKOMBICJICHHO OTHOCSTCS K MyOJIMKaluK JUYHOM nHpopmaiun B IHTepHETE, HE
MMOHUMAsl BO3MOXHBIX MOCeACTBUIL. ThI Jaxke HE CMOXKEILb IoragaThes O TOM, 4To hororpadus,
pa3MelieHHas 5 JIeT Ha3all, CTaja NPUYMHOM OTKa3a MPHUHATH TeOs Ha paboTy.

KommenTtapuu, pa3Menenue TBoux ¢Gororpaduil 1 Apyrue AeHCTBUS MOTYT HE HCUE3HYTh Jaxe I0CIIe
TOrO0, KaK Thl UX yAaIuIb. Thl HE 3Haellb, KTO COXPAHUI 3Ty HH(OPMALUIO, TIONaa U OHA B IOMCKOBBIE
CHCTEMBI U COXPAHUIIACH JIM OHA, a INIABHOE: YTO IOJYMAIOT O Tebe OKpYXKalollee JII0IU, KOTOpble HaliAyT
u yBuaAT 310. Haiitu uHdopManuio MHOTO JIET CILyCTs] CMOKET JI0OOH - Kak U3 JOOPBIX MO0y XKIECHHH,
TaK U ¢ HAMEPEHUEM IIPHYUHHUTB BPel. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alIUTe NU(POBOI PelyTaIyu:

1. ITopymaii, mpexxze 4eM YTo-To IMyOIMKOBATh U IlepesiaBaTh y ceds B Oiore min B COLMAIBHON ceTu;

2. B HacTpoiikax npo¢uiIs yCTaHOBU OTPaHUYEHHS Ha IPOCMOTP TBOETO MPOMUIIL U €r0 COAECPKUMOTO,
clieai ero TOJMBKO «UIsl Ipy3ei»;



3. He pa3meniaii u He yka3bIBail HH(GOPMAIHIO, KOTOPas MOXKET KOTO-JIM00 OCKOPOJIATH MITH OOMKaTh.
ABTOpCKOE TIPaBo

CoBpeMEeHHbIE NIKOJIbHUKH- aKTUBHBIC TI0JIb30BATENIN LU(PPOBOro mpocTpancTBa. OTHAKO ATIEKO HE BCE
3HAIOT, YTO MOJIb30BaHUE MHOTUMH BO3MOXXHOCTSIMH LI(PPOBOro MUpa TpeOyeT coOM0AeHHS IpaB Ha
HHTEJUICKTYalIbHYIO0 COOCTBEHHOCTb.

TCpMI/IH (MHTCJUICKTYyaJIbHasA COOCTBEHHOCTB)» OTHOCHTCS K Pa3sINYHBIM TBOPCHUAM YCIIOBEUYCCKOT'O yMa,
Ha4duHas ¢ HOBBIX I/I306peT€HI/Iﬁ U 3HAKOB, 0603H3.'{3.IOHII/IX COOCTBEHHOCTH Ha MPOAYKTEI U YCIIYI'U , U
3aKaH4MBas KHUI'aMH, (bOTOl"pa(bI/IﬂMI/I, KI/IHO(I)I/IJ'IBMaMI/I 1 MY3bIKaJIbHBIMU ITPONU3BEACHUAMMU.

ABTOpCKUE ITpaBa - 3TO MpaBa Ha HHTEJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEACHHS HAYKH,
JIUTEPATyphl U UCKYCCTBA. ABTOPCKHUE IIPaBa BBICTYNAIOT B KAY€CTBE rapaHTUH TOT0, YTO
UHTEIUIEKTyalIbHbIH/TBOPUECKU TPy aBTOpa HE OyJeT HAalpacHbIM, JAaCT €My CIIpaBeUIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOETO TPYAA, MOJIYYUTh U3BECTHOCTD U Mpu3HaHue. HuKkro
0e3 paspelIeHus aBTOpa He MOXKET BOCIIPOU3BOJIUTD €0 IPOU3BECHHUE, PACIIPOCTPAHSATD, ITyOINYHO
JI€MOHCTPUPOBATh, IIPOABATh, UMIIOPTUPOBATH, IYCKAaTh B MIPOKAT, ITYOIUYIHO UCIIOIHATS,
TIOKa3BIBATH/UCTIONHATE B d(Hpe WK pa3MeniaTs B IHTepHeTe.

Hcnonb3oBanue «ITUPATCKOro» NporpaMMHOTO o0ecreueHus MOKET MMPUBECTU K MHOT'MM pUCKaM: OT
NOTEPU JaHHBIX K TBOUM aKKayHTaM O 6J'IOKI/IPOBKI/I TBOCTO yCTpOﬁCTBa, rae yCTaHOBJ’IeHHLIﬁ HC
JierajibHas Inmporpamma. He cTout takxe 3216I:IBaTI>, YTO CYHIECTBYET JICTAJIbHBIC 1 OecIuTaTHBIC
nporpaMmsbl, KOTOPbBIE MOKHO HaWTH B CETH.

O noptane

CeTeBUUOK.pd - TBOH ITaBHBIM COBETUHK B CETU. 3[€Ch THI MOXKEIIb Y3HATh O OE30MIACHOCTH B CETH
MOHSTHBIM U JOCTYIHBIM S3bIKOM, @ IPH BOSHUKHOBEHUH KPUTHYECKOH CUTYalUl OOPAaTUThCS 3a
COBETOM. A TaKKe IPUHAThH yJacTHE B KOHKYPCaX U CTaTh CaMbIM U(POBLIM IpaskAaHUHOM!

[punoxenne Ne 3

IMamaTka nia poauresieil 060 HHPOPMALMOHHON 0€30NACHOCTH AeTeil

OnpeneneHne TepMUHa «MHPOPMaLMOHHAsE 0€30IacCHOCTD JIeTel» conepxurcs B DeiepabHOM 3aKOHE
Ne 436-P3 «O 3ammre aereit oT HHGOPMALNH, IPUYUHSIONIEH Bped UX 3I0POBBIO U Pa3BUTHION,
PErYIHPYIONMM OTHOILIECHUS, CBA3aHHBIE C 3aIIUTON JIeTel OT MHGOPMALUH, TPUYHHSIOIEH Bpe]] UX
370pOBBIO U (MiH) pa3BuTHIO. COTTacCHO JaHHOMY 3aKOHY «HH(pOpPManMOHHAs 0€30MacHOCTh JeTel» - 3TO
COCTOSTHHE 3aIUIICHHOCTH, IPH KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C TIPHYHHEHHEM HHpOpMaIHeit
Bpe/a uX 370pOBbIO M (M) PU3UYECKOMY, IICHXHIECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BHUTHIO.

B cuny @enepansHoro 3akoHa Ne 436-D3 nHpopManuel, IpHIUHSIIONIEH Bpea 3I0POBBIO U (HIIH)
Pa3BUTHIO JI€TeH, SBISETCS:

1. nadopmarus, 3anpenieHHas s pacupoCTpaHEH!sI CPeau JIeTel;
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2. urdopmanus, pacpoCTpaHEHHE KOTOPOH OrPaHUYEHO CPE/IU JIETEH ONpeIe/IeHHBIX BO3PACTHBIX
KaTeropuHu.

3. K uadopmanum, 3anpenieHHoN I pacpoCTpaHEeHHs CPEIr IeTeH, OTHOCHUTCS:

4. uadopmanus, NoOyKAakoIIas 1Tl K COBEPLICHHUIO JEUCTBUMN, NPEACTABISIONINX YTPO3Y UX KU3HH U
(uM) 3710pOBBIO, B T.4. IPUYMHEHHIO BPEa CBOEMY 3/I0POBbIO, CAMOYOHUIICTBY;

5. cocoOHOCTB BEI3BATh Y JETeH jKeNlaHHe YIIOTPEeOUTh HApKOTHYECKUE CPEICTBA, ICHXOTPOITHBIE U
(uM) omypMaHUBAKOLIME BELIECTBA, TAOAYHbIE M3/IENNS, AIKOTOJIBHYIO U CIUPTOCOAEPIKALILYIO
MIPOYKLIMIO, TUBO M HAITUTKH, U3TOTABIMBAEMbIC HA €I0 OCHOBE; IIPUHATH YYacTHE B a3apTHBIX UIPax,
3aHUMAThCSA NPOCTUTYIHEH, OPOSPKHMYECTBOM MM HONPOIIaifHUYECTBOM;

6. 000CHOBBIBAIONIAS] HITH OTIPABIBIBAIOLIAS JOMYCTUMOCTh HACHIIHS U (MITH) )KECTOKOCTH JINOO
HOGy)KIlaIOHIaﬂ OCYIICCTBJIATH HACUJIIbLCTBEHHBIC ﬂeﬁCTBMH 10 OTHOLICHUIO K JIIOAAM H ) KUBOTHBIM,

7. oTpHLaroIas ceMeHHble IEHHOCTH U (pOPMHPYIOIIas HEyBaXKEHHE K POJUTENAM U (WIN) JPYyTrUM
YJICHaM CEMbH;

8. oInpaB/JblBarolias IMPOTUBOIIPABHOC MMOBEICHUE,

9. conepxamiasi HEIeH3ypHYyIo OpaHb;

10. comeprkarias HHPOPMALIMIO TTOPHOTPAPHUIECKOTO XapaKTepa.

K undopmanyu, pacnpocTpaHeHHe KOTOPOH OrpaHU4eHO CPpeu JeTel ONpeaeNeHHOro BO3pacTa,
OTHOCHTCS:

1. mHOpManys, pencTaBIsieMas B BUIe H300paKEHHs MM OIMCAHUS JKECTOKOCTH, (PM3NIECKOTO U
(MIIM) ICUXUYECKOTO HACHIINS, TPECTYIJICHHUS WIM HHOTO aHTHOOIIIECTBEHHOTO ICHCTBHS;

2. BEI3BIBAIONIAS Y IETeH CTpax, yXKac WM MAHHUKY, B T.9. IPEACTaBIsIeMas B BUIE H300paKeHNs N
ONMCAHMS B YHIKAIOIIEH Je0BeTeCKOoe JOCTOMHCTBO (hopMe HEHACHIECTBEHHON CMEPTH, 3a00JIeBaHMH,
caMOyOHICTBa, HECUACTHOTO CITy4as, aBApUU WU KaTaCTPO(bI U (MJIM) UX MOCICICTBUM;

3. mpezcTaBisieMast B BHJIE H300paKSHUS MITM OMCAHUS TIOJIOBBIX OTHOIICHUI MEXITY MYXYHHOW 1
JKCHIITUHOM

4. copeprkaiiasi OpaHHBIC CJIOBA U BBIPAXKEHHUSI, HE OTHOCSIINECS K HELCH3YPHOI OpaHH.

C yueroM 3Toro Bam npeznararoTcest mpaBriia paboThl B ceTH MIHTEpHET [UIs pa3invHbIX BO3PACTHBIX
KaTeropui, coOJII0IeHHE KOTOPBIX MO3BOJIUT 00eCHeYnTh HH(OPMAIIIOHHYIO 0€30IIaCHOCTD BalllMX
Jerei.

OOmue npasuia s poguTeneit



1. He3aBucumo ot Bo3pacta pebeHKa HCIONb3YHTe MPOrpaMMHOe o0ecredeHne, oMOoraomee
(GUIBTPOBATh U KOHTPOJIMPOBATH HHPOPMAIIKIO, HO HE MOJIaraiTech MOJHOCTHIO Ha Hero. Bare
BHHMaHHUE K peOCHKY - TIaBHBINA METO/I 3aIUTHI.

2. Ecni Bam peOGeHOK nMeeT akkayHT Ha OHOM U3 coLanbHbIX cepBrcoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.11.), BHUMATEJILHO U3YYHUTE, KaKyl0 HHQOPMANNIO IOMEIIAIOT €T0 YYaCTHUKH B CBOUX
npodmsix u Giorax, Bkiodas Gpororpaduu 1 BUIEO.

3. IlpoBepsbTe, ¢ KAKUMH JAPYTHMH callTaMy CBsI3aH COLMANBHBIN cepBuc Bamero peenka. CTpaHH4KH
Barnero pe6erka MoryT ObITh 6€30MaCHBIMHU, HO MOT'YT U COZIEPXKATh CCHUIKU Ha HeXeIaTelbHbIC ’
OMACHBIC CaNTHI (HAIPUMEP, TIOPHOCANT, MM CAlT, HA KOTOPOM JAPYT YIIOMHHAET HOMEP COTOBOTO
tenedpona Bamero pedenka wnu Bam nomamrauii axpec)

4. IToowpsiiite Bamux aeteif coodmaTs 060 BCeEM CTPAHHOM MJIM OTTAJIKUBAIOIIMM U HE CIUILIKOM OCTPO
pearupyiite, KOria OHH 3TO AeNaroT (M3-3a OIaCeHHs MOTEePSTh JOCTYN K VIHTepHEeTY AeTH HE TOBOPAT
poxuTensaM o npodnemax, a TakxKe MOI'yT HauaTbh HCIIONIb30BaTh VIHTEpHET BHE 0Ma U LIKOJIBL).

5. ByneTe B Kypce ceteBoii xu3HH Bamero pedenka. HTepecyiitech, KTo UX Apy3bsa B IHTEepHET Tak ke,
KaK HHTEPECYeTeCh PeaIbHbIMU APY3bsIMH.

Bospact ot 7 no 8 ner

B HnTepHeTe peOeHOK cTapaeTcsi HOCETHTH Te MJIM MHBIE CalThI, @ BOSMOJKHO M YaThl, pa3pelleHue Ha
IIOCEIIEHHEe KOTOPBIX OH HE MOIXY4HI OBl oT poxuteineil. [ToaTroMy poautensiM ocoOEHHO MOJIE3HBI OyayT
T€ OTYETHI, KOTOPBIE IPEJOCTABIISIOTCS IIPOrPaMMaMH 10 OTPAHUICHHUIO UCIIONIb30BaHus VIHTepHeTa, T. €.
Ponurenbckuit KOHTPOIb MIIM TO, YTO BBl CMOYKETE YBHJIETh BO BPEMEHHBIX (aiiinax. B pesynbrare, y
peOeHka He OyZeT OLIYIIEHHs, YTO 38 HUM BeJIeTCS IIOCTOSHHBIH KOHTPOJIb, OJJHAKO, POIUTENN OyIyT I10-
IIPEXKHEMY 3HaTh, KAKUE CAlTHI ITOcelaeT ux pedeHokK. /letu B JaHHOM Bo3pacTe 00J1a/lafoT CUIIbHBIM
YyBCTBOM CEMbH, OHH JIOBEPUYMBBI U HE COMHEBAIOTCS B aBTOpUTETax. OHM JIIOOAT UTPaTh B CETEBBIE UTPbI
U TIyTEIIeCTBOBATh 10 VIHTEepHeTY, HCTIONb3Ys IEKTPOHHYIO IIOYTY, 3aXOUTh HA CANTHI U YaThl, HE
PEKOMEHOBaHHBIE POTUTEISIMH.

CogeTsl 10 6e30macHOCTH B ceTd MHTepHeT M1 feteit 7-8 et

1. Co3paiiTe CIMCOK JOMAIIIHUX IIPaBUII MOCeNeHUs] FIHTepHeTa Py y4acTHH AeTel 1 TpeOylTe ero
BBINTOJTHEHUSL.

2. Tpebyiite ot Bamero pebeHka coOoAeHNs BpeMEHHBIX HOPM HaXOXKACHHS 32 KOMITBIOTEPOM.
IMokaxkute pebeHky, uto Ber HabmrogaeTe 3a HUIM He MOTOMY 4TO Bam 310 X04ercs, a moromy uTo Ber
0ecroKoUuTeCh 0 €ro 0€30I1aCHOCTH U BCETla TOTOBBI €My IIOMOYb.

3. KommproTep ¢ NoAKIoYeHHEM K THTepHETY J0KeH HaXOAUThCS B 00IIeii KOMHATE MO/ IPUCMOTPOM
ponuteneii.

4, HCHOHLSyﬁTe CIICOHUAIBHBIC JETCKHUE ITOMCKOBBIE MalllMHBI.

5. Vcnonb3yiite cpeacTsa OJIOKMPOBAHMS HEXKEIATEIILHOTO KOHTEHTA KaK JOIOJHEHUE K CTAHAAPTHOMY
PoautenbckoMy KOHTPOITIO.



6. CoznaiiTe CeMEHHBIH AIIEKTPOHHBIH SIIUK, YTOOBI HE TIO3BOJIUTH JICTSM UMETh COOCTBEHHBIE ajpeca.

7. BHOKprﬁTe JAOCTYII K caiitaM ¢ OeCIUIaTHBIMHU TIOYTOBBIMHU SANIUKaMHU C ITIOMOIIBIO COOTBETCTBYIOIICTO
nporpaMMHOIo obecrieueHus.

8. [Ipuyuure neteii coBeToBaThcst ¢ Bamu nepes ony0aMKOBaHHEM KaKOH-In00 HHPOpMaIUU
CpeICcTBaMH 3JIEKTPOHHON IOYTHI, YaTOB, PETUCTPALIOHHBIX (OpM U mpoduei.

9. Hayuure nereit He 3arpykath (aifibl, IporpaMMBbl HIM MYy3bIKY 0€3 Ballero COriacusl.

10. He pa3pemaiiTe qeTsM UCIIONB30BaTh CIYKOBI MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH.

11. B «Oenblii» CIUCOK CAHTOB, pa3pelIeHHbIX A IOCEICHHUs, BHOCUTE TOJIBKO CAaiiThI ¢ XOpouIeH
penyranuen.

12. He 3a0bIBaiiTe GeceoBath ¢ A€ThbMHU 00 UX Jpy3bsix B VIHTEpHETE, Kak eciii Obl peub 1ia O JPY3bsX B
peaNbHON KHU3HHU.

13. He nenaiite «taOy» 13 BOIIPOCOB MOJIOBOM KU3HH, TaK Kak B IHTEpHETE ETH MOTYT JIETKO
HATKHYTBCSI Ha TOPHOTPA(UIO MITH CAUTBI «UIs B3POCIIBIX».

14. Ipuyunte Bamiero pebeHka cooOLaTh BaM 0 JIOOBIX Yrpo3ax MM TPEBOTaX, CBSA3AHHBIX C
Wnteprnerom. OcraBaiiTech CIIOKOIHBIMU M HAITOMHHTE JIETSM, YTO OHU B O€30IIACHOCTH, €CJIU CaMU
pacckasanu BaM 0 CBOMX TpeBorax. [loxBanuTe nx M ocoBeTyiTe MOJIONUTH ele pa3 B HOZOOHBIX
CiTy4asix.

Bospacr gereii ot 9 1o 12 ner

B manHOM BO3pacTe IeTH, Kak MPaBHIIO, Y)Ke HACIBIIIAHBI O TOM, Kakas HHOpMaLHs CYIeCTBYET B
Hureprere. CoBEpIICHHO HOPMAJIBHO, YTO OHU XOTST 3TO YBUAETH, IPOUYECT, yCiublmate. [Ipu aTom
HY)KHO IIOMHHUTb, YTO JOCTYII K HEXKEJIATEJIbHBIM MaTepragaM MOXKHO JIETKO 3a0J0KHPOBATh P IOMOIIH
cpenctB PonuTenbckoro KOHTpoIs.

CoseTbl 110 O0e30macHoCTH s aeTeii oT 9 1o 12 et

1. Co3pnaiiTe CMCOK JOMAIIHUX MPaBHJI MTOCEIIeHNs IHTepHET MpH y4acTuu Jieteil u Tpedyiite ero
BBINTOJTHEHUSL.

2. TpeOyiite ot Bamiero pebeHka coOIr0ICHHST HOPM HAXOXKACHHS 32 KOMITBIOTEPOM.

3. Habmonaiite 3a peOGeHKOM IIpH paboTe 3a KOMIBIOTEPOM, ITOKaXKUTE €My, uTO Bl Gecriokonrecs o ero
0€30MacHOCTH U BCET/1a TOTOBBI OKA3aTh €MY IIOMOILb.

4. KoMnbroTep ¢ MOJKIIOYEHUEM B VIHTEpHET JOIDKEH HaXOAUThCA B 00IIei KOMHATE MO/ IPUCMOTPOM
poxnureneil.



5. Vcnonb3yiite cpeacTsa OJIOKMPOBAHUS HEXKEIATEIILHOTO KOHTEHTA KaK JAOIOJHEHUE K CTAHAAPTHOMY
PonuTensckoMy KOHTPOITIO.

6. He 3a0pIBaiiTe NpMHUMATh HENOCPEACTBEHHOE Y4acTHE B XKU3HU peOeHKa 6ecejoBaTh ¢ JETbMHU 00 UX
npysesax B MHTEpHETE.

7. HaCTaHBaﬁTe, YTOOBI JC€TU HUKOI'la HE COIJIalllaJIMCh Ha JIMYHBIC BCTPEUU C APY3bAMU 11O HHTepHeTy.

8. TTo3BONAlTE AETAM 3aXOIUTH TOJIBKO Ha CAThI U3 «OEJIOT0» CIHCKa, KOTOPBIH co3/1aiiTe BMECTe ¢
HUMH.

9. IlpuyunTe neTeif HUKOT/Ia HE BBIIABATH IMYHYIO HHGOPMAIIUIO CPEACTBAMHE 3IEKTPOHHOMN MOYTEL,
YaTOB, CHCTEM MTHOBEHHOT'0 0OMEHA COOOLIEHUSAMH, PETHCTPALMOHHBIX (OpM, THYHBIX Tpoduiiel 1 npu
PEruCTpanyu Ha KOHKYpCchl B MIHTepHeTe.

10. IIpuyunTe nereit He 3arpyxaTh porpammsl 6e3 Barrero paspemenns. OObsICHUTE UM, YTO OHH MOTYT
CITy4alHO 3arpy3UTh BUPYCHI HJIHM APYroe HEeKeNaTeIbHOE MPOrpaMMHOe o0ecrieueHHe.

11. Co3naiite Bamemy pe6eHKY OrpaHUUEHHYIO YUETHYIO 3aIIMCh A7 PAOOTHI Ha KOMIIBIOTEPE.

12. Ilpuyunte Bamrero pebenka coo0mmars BaM o JIFOOBIX yTrpo3aX WIH TPEBOTaX, CBI3aHHBIX C
WutepHerom. HaromHuTe 1eTsM, 4TO OHU B O€30IIaCHOCTH, €CIIM CAMH PAacCKa3ajid BaM O CBOMX TPEBOrax
U OIIaCEHHSX.

13. PacckaxuTe neTsM o opHorpaduu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JI€TH MPEIOCTABISLTH BaM JOCTYI K CBOEH JIEKTPOHHON MOYTE, YTOOBI
BBI YOGIMIIUCH, YTO OHU HE OOIAIOTCS C HE3HAKOMI[AMH.

15. OOBsCHUTE OETSAM, YTO HENb3s HCIIOIb30BATh CETh [T XYJIUTaHCTBA, PACIPOCTPAHEHHS CIUICTEH HIIH
yIpo3.

Bospacr nereit ot 13 1o 17 net

B stom BO3pacTe NOAPOCTKHU aKTUBHO UCIIOJIB3YHOT MOUCKOBBIC MAallIMHBI, ITOJIB3YHOTCA 3J'IeKTpOHH0171
HO‘ITOIZ, CJ'Iy)K6aMI/I MTHOBEHHOT'O 0OMEHa COO6IJ.[€HI/I$[MI/I, CKa4YuBarOT MY3BIKY U (1)I/IJ'H>MI>I. MaibunukaM B
OTOM BO3pacTe 0oJIbIIIE TTO HpaBy CME€TAThb BCC OTPAaHUYCHN, OHU XAXKAYT rpy60r0 OMOpa, a3apTHBIX
UIp, KAPTUHOK <«JIJIST B3POCIIBIX Y. I[CBO‘-IKI/I IpeaAnOIYUTarOT O6I.I.[aTI>C}I B HaTax, IpA 3TOM OHH Iropaszio
6omee YYBCTBUTCIIBHBI K CEKCYAJIbHBIM IOMOTr'aTCJIbCTBAM B I/IHTCpHCTC.

3a4acTylo B JaHHOM BO3DPacTe POJUTEIISIM Y>KE BECbMa CII0XKHO KOHTPOIUPOBATh CBOUX JAETEl, Tak Kak 00
VHTepHeTE OHM YKE 3HAIOT 3HAUUTENILHO OoJblIe cBoux poauTeneil. Tem He MeHee, He OTIIyCKalTe
JeTeil B «cBOOOJHOE MIaBaHue» 1o MarepHery. CTapaliTech aKTUBHO y4acTBOBATh B OOILIEHHU peOEHKa B
HnTtepnere.

Baxuo MMO-MPEKHEMY CTPOro CO6J'I}OZ[aTI: npaBujia I/IHTCpHCT-6630HaCHOCTH -COIJIalI€HUE MEXKIY
POOUTEIIAMU U NIE€TbMH. KpOMe TOrO, HCOGXO}II/IMO KaK MOXHO Jalle mMpocMaTpuBaTh OTYECTHI O



nestenibHOCTH eTeit B iHTepHete. Chenyer oOpaTUTh BHUMAaHUE HA HEOOXOAUMOCTD COACPIKaHUS
POAMTENBCKHUX Maposiei (maposei aIMHHUCTPATOPOB) B CTPOrOM CEKpeTe M 00paTUTh BHUMaHHE Ha
CTPOTOCTb ITHX MapOJICH.

CogeTsl 10 6€30MacHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3naiiTe CMCOK JOMAIIHUX PABUII MocelieHus MIHTepHeTa [py y4acTHH MOJPOCTKOB U TpedyiiTe
0e3yci0BHOro ero BbinogHeHus. O0ropopute ¢ peGEHKOM CHHMCOK 3alPEICHHBIX CAalTOB («UepHBII
CIIMCOK»), 4achl paboTsl B VIHTEpHETE, pyKOBOACTBO 110 001IeHHIO B MIHTepHETE (B TOM YHMCIIE B YaTaXx).

2. KommbroTep ¢ mogxitoueHueM K cetu VIHTepHeT HO/DKeH HaXOIUThCs B 00LIel KOMHATe.

3. He 3a0b1Baiite OecenoBath ¢ JeThbMHU 00 UX APY3biX B IHTepHETE, O TOM, YeM OHH 3aHSATHI TAKUM
o0pazoM, OyaTO peub UAET O IPY3biX B peasibHOI x)u3HU. CIIpallluBaiTe O JHOAAX, C KOTOPHIMH JETH
00IIAI0TCs TOCPEICTBOM CIIyKO MTHOBEHHOT'O OOMEHa COOOLIECHUAMH, YTOObI YOS TUThCS, YTO ATU JIIOAN
MM 3HAKOMBIL.

4. Vcrionb3yiiTe cpencTBa OJIOKHPOBAHHS HEKEIATEILHOIO KOHTEHTA KaK JOMIOJHCHHUE K CTAHIAPTHOMY
PonnTensckoMy KOHTPOITIO.

5. HeoOxomumo 3HaTh, KAKMMU YaTaMu Toib3ytotes Bamm aetu. [Toompsiite ncnonp3oBanue
MOJIEPUPYEMBIX YaTOB M HACTaWBalTe, YTOOBI JEeTH He OOIIANCh B IPUBATHOM PEXKHIME.

6. HacrauBaiite Ha TOM, 9TOOBI A€TH HUKOTA HE BCTPEUATINCH JIUYHO C IPY3bsIMU U3 ceTH MIHTepHeT.

7. Ilpuyaure neteil He BEIIABATh CBOIO JINUHYIO HH(GOPMAIUIO CPEICTBAME SIICKTPOHHOM IIOUTHI, YaTOB,
CHCTEM MTHOBEHHOTO OOMEHA COOOLICHUSIMY, PETHCTPALIOHHBIX (GOPM, IMIHBIX Ipoduieil U mpu
PErucTpanuu Ha KOHKypchl B VIHTepHeTe.

8. Ilpuyunte neteii He 3arpyarthb nporpaMmsl 0e3 Bamero paspermenus. OObsACHUTE UM, YTO OHH MOT'YT
CITyqaifHO 3arpy3nTh BUPYCHI HIIH APYroe HeKelIaTeIbHOe TPOrpaMMHOE 00eCTICUeHHE.

9. HpI/Iy‘II/ITe Barmero peGeHKa COO6IHaTI> BaM O JIFOOBIX yrposax uJjid TpE€Borax, CBA3aHHBIX C
I/IHTepHeTOM. Hanomuure JAC€TAM, YTO OHU B 6630HaCHOCTI/I, €CJIM CaMU pacCKasajid BaM, O CBOUX yIrpo3ax
HJIK TPpEBOrax. IloxBanure ux u HOCOBeTyﬁTe MOJIOUTH e111e pa3 B HOZ[06HLIX Clry4dasax.

10. Pacckaxwure nersim o nopHorpaduu B MaTepHere. Ilomorute UM 3ammTuThes OT criama. Hayuure
IIOJIPOCTKOB HE BBIZaBaTh B IHTEpHETE CBOETO PeajbHOI0 IEKTPOHHOIO apeca, He OTBeYaTh Ha
HeKeJaTeIbHbIe IIMChbMa U UCTIOIb30BaTh CIICIIHANILHBIE TOYTOBBIE (QMIIBTPEL

11. Tlpuyunte ceOs 3HAKOMUTHCS C CATaMU, KOTOPBIC ITOCEMIAIOT MOPOCTKH.

12. HayuuTe neteii yBaxxaTh JpyruX B HHTEpHETe. Y 0eMTECh, YTO OHU 3HAIOT O TOM, YTO ITpaBUIIa
XOPOIIETO TOBEICHHUS ICHCTBYIOT BE3/Ie — JIaKe B BUPTYAJIbHOM MHpE.

13. OOBsICHUTE AETSIM, YTO HU B KOEM CITy4ae Helb3s UCI0Ib30BaTh CeTh I XyJHraHCTBa,
pacnpocTpaHEeHHs CIUICTEH WM YIPo3 IPYTUM JIOISM.



14. O6cyauTe ¢ MOAPOCTKAaMU IIPOOIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXHBII puck. Haromuure,
4TO JIETU HE MOT'YT UTPATh B 3TU UIPHI COITIACHO 3aKOHY.

ITocTosiHHO KOHTpONIUpPYIiTe Ucnoab3oBaHue MHTepHeTa Bamum pebeHkoM! DTo He HapyIlIEHUE €ro
JINYHOTO MTPOCTPAHCTBA, @ MEPA MPENOCTOPOKHOCTH U NMPOsIBICHAE Baiiel poauTensckon

OTBETCTBEHHOCTH U 3a00TEI.



